UY BAN,NHAN DAN TINH KHANH HOA < "« °
SO THONG TIN VA TRUYEN THONG ~ “. =

< | TAI LIEU TOYEN TRUYEN

_VE PHONG-TRANH LUA BAO TREN KHONG GIAN MANG

PHUONG THUC LUA PAO

Dan du nguo1 dung quet ma QR hoac truy cap website lua dao dé danh cap thong tin ca nhan, tur do
c6 thé 1ay ma OTP, mé xac thuc hoidc hack tai khoan mang xa hoi dé tiep tuc Itra ddo ban be va
nguo1than.

Moi két noi vao cac ung dung chat OTT dé thao tiing tam 1y, thuong bat dau tir Zalo va dan du sang
cac ung dung khong kiem soat nhu Telegram, Viber, WhatsApp, tr do ap dung cac kich ban Itra dao
khac nhau.

Ltra nan nhan cai dat ng dung gia mao hoac kich hoat t€p tin chtra ma doc (duo1 .pdt, .doc,
xlIsx, .bat, .zip, .rar, .html, .exe) dé chlem quyen thiét bi, danh cap thong tin ca nhan, lay tién
trong tai khoan, bé1nho danh du hoac tong tién.
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R Tac dong tam ly truc tiép qua dién thoai dé chiém doat tién, bang cach yéu cau chuyén khoan
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: hoac gui tlen tai ngan hang; ciing c6 thé dan du nan nhan nhap ct phap chuyén sang eSIM dé
G chiém doat so dién thoai ctia ho.
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CACH THUC THUC HIEN

Poi twong lira ddo thuwong dan du nan nhan bang nhirng cach sau day:
Tao dung long tin: Gia Kich ban lira ddo: Pugc  Sit dung biéu mau va Kich thich tam ly: Danh vao long
danh t6 chuc uy tin nhu bién soan chi tict va khéo  giao dién gia mao: tham, su so hdi, tinh hiéu ky, tinh
cO quan nha nuoc, ngan lé0o nham muc dich dan du, Cac website lira dao to mo va dac bict la tinh tthO’ng, SU
hang, cdng ty noi thao tung tam ly tao niém  thuong sao chép giao thuong hai cua con nguot; thuong
tiéng,... va su dung tin va su dong cam tr nan  dién cua cac website tao ra cam giac khan cap dé thuc
email, tin nhan hoic nhan; dong nhiéu vai nhan  chinh thue, su dung day nan nhan hanh dong ngay lap
cudc goi dé tao long tin vat khac nhau dé taoramot  biéu mau dang nhap tirc ma khong suy nghi k¥ ludng
va yéu cau thong tin cau chuyén hoan hao danh  hoac thanh toan gidng (vi du nhu thong bao ta1 khoan sé
nhay cam tur nan nhan. dong vao tam ly cua nan  nhu that dé danh hura bi khoa néu khong xac nhan thong

nhan mot cach siu sac. nguo1 dung. tinngay lap tirc).

NETWORK
SECURITY
Lorgm ip;ym_dolpr sit amet,

An feugait eligendi splendide
mel, adipisci repudiare
ad has. Cum etiam laudem
sint regione, dolorem
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Dwa ra ph?m thuwong Yéu cau hanh dong gap: Lam gia thong bao khan Kich thich su to mo: Gui

hoidc co hdi hiem cé: Gui lien ket dén cac website  cap: Su dung thong bao gié email hodc tin nhan vé su
Hua hen gial thuong 1on, glamao hoacma QR,noinan  mao Ve sy cO baomat, viencac  kién nong hoi, bao cao quan
co hoi dau tu sinh 10 cao nhan dugc ycu cau nhap lydo nguon tién dangbitreovi  trong hodc tai licu hép dan,
hoiac co hoi viéc 1am hap thong tin ca nhan hoac tai  phai dong thué, co quan Cong  yéu cau nan nhan tai xuong
dan dé thu hut su cha y khoan; cac lién két nay  an diéu tra, 10i tai khoan hoac  hoac mo file dinh kem chura
cuanannhan. thuong dugc nguy trang dudt sy kign khan cap dé yéu cau madoc.

dang lién ket hgp phap hoac  nan nhan cung cap thong tin
phan thuong. ngay lap tuec.



KY NANG PHONG TRANH CO BAN

Can than véi cac yéu cau cung cap thong tin
ca nhan, tai chinh:

Khong chia se¢ thong tin ca nhan hoac tai chinh qua
email hoic tin nhan cho cac d0i tuong la. Ngoai cac
don vi ngan hang, cac to chuc hoac doanh nghigp
uy tin s& khong yéu cau cung cap dit liéu ca nhan.

Kiém tra ngu(‘A)n 30C thong tin:
Xac dinh xem thong tin den tr nguon dang tin cay
hay khong; kiém tra tén mién va du’()’ng dan URL
ctia website; chu y dén cac tén mién khac thuong,
c6 101 chinh ta hoac khong co cac chung chi tin
nhi¢m mang.

Canh giac voi ngwoi la két ban qua mang xa héi:
Canh gidc voi nguoi la két ban qua Zalo,

Telegram... Khico dau hiéu kha nghi ngay lap turc
khong két ban va khong tra 10i. Ngoal ra, an di
danh sach ban be cua minh trén cac tai khoan
mang xa hoi dé tranh bi doi twong lwra dao biét dén
cac moi quan hé xung quanh ctia minh.

A

Canh giac vol email va tin nhan la:

Cac email hodc tin nhan Itra dao thuong gia mao
cac to churc uy tin (co quan nha nuoc, ngan hang,
cong ty céng nghg,...). Kiém tra ky dia chi email
nguol gul, so sanh d(n chiéu véi dia chi email
dugc ghi trén cac cong thong tin dién tr chinh
thong. Thong thudng, cac dia chi email gia mao sé
bao gom cac ky tu thira, tén mién khong chinh x4c.

Tim hiéu thém vé cdc hinh thirc lira déo
pho bién:

Cac loa1 hinh Ira dao qua mang nhu Ira dao qua
email, tin nhan, mao danh va lra dao chiém doat tai
san da duogc pho bién rat nhiéu trén mang. Viéc tim
hiéu va nam bat cac phuong thirc nay sé& gitip dé dang
nhan dién va phong tranh hau qua khong dang co.
Theo déi va cap nhat tai kénh thong tin Cong
khong gian mang quoc gia (Facebook/TikTok)
hoac website Khonggianmang.vn

“NGUYEN TAC VANG” BAO VE BAN THAN KHOI LUA PAO TRUC TUYEN

oN guyen tac 1: Hay cham lai
Poi tugng lra dao thuong tao ra cam giac cap bach nhim vuot qua kha ning nhan
dinh cua ban; nhu’ng cuoc g01 tin nhan,.. . thuc giuc phal hanh dong nhanh nhu: Thot
glan khuyen mai1 da hét, néu khong chuyen tién bay gio ban va ngu:(n than phai thuc
hién cac thu tuc to tung,.. Trong tinh huong nay, ban hdy danh tho1 gian suy nghi ky
va dat cau ho1 tim hiéu k¥ noi dung, thong tin dé tranh bi thao tang tim 1y, don vao
tinh huong xau.

Thief Pirate Hacker

Unlicensed Software
u &Ts ' M : ~

Vulnerabilities

!"tﬂﬂsﬂv of Attacks “

GN guyén tac 2: Kiém tra tai chd
Ban hay tim hleu thém dé xac thuc thong tin nhan dugrc, néu nhan dugc mot cugc goi
khong mong muon, ban hiy tra ctru s6 ngan hang, co quan hoic t6 chirc dang goi dén

va lién heé la1 truc tlep.

Pictures
Other

Organization

aN guyén tac 3: Dung lai! Khong giri

Khong mot ca nhan hodc co quan nao yéu cau thanh toan ngay tai cho; vi vay, néu
ban cam thay giao dich khong dang tin, hdy dirng lai vi cé thé day 1a dau hleu Itra dao.

feRanen

QUY TAC “6 KHONG”

KHONG cung
cap thong tin ca
nhan, dia chi, s0
dién thoai, s0
ta1 khoan ngan
hang cho doi
tuong khong
quen biét; than
trong ra soat va
kiém tra k¥
thong tin trudc
khi thuc hién
cac giao dich
chuyén tién.

KHONG két
ban va noi1
chuyén voi
nguol la, dac
bi€t lanhiing ta1
khoan coO hinh
anh ngoai hinh
dep va bat mat;
tuyét doi khong

nhan 1061 mo1 |

tham gia cac
ho1 nhom ma
khong rd muc
dich doi tuong.

KHONG truy
cap, dé‘mg nhap
vao cac duong
dan, lién ket,
web51te, ung
dung hodac mo
t¢p dinh keém
dén tu nguoi
oul khong xac

- dinh, khong 10
. ngudn goc.

KHONG c¢6
can by co quan
nha nuoc, B0
Cong an, Vién
Kiém sat, Toa
an hay don vi
ta1 chinh,... go1
dién dé diéu tra
qua dién thoai,

yeéu cau phai

cung cap thong

| tin c4 nhan hay
dong tien.

KHONG thuc
hién chuyén
khoan trudec,
tuyét doi khong
dat coc, chuyén
khoan tién cho
cac doi tuong la
trong bat cu
truong hop nao.

KH()NG nhan
nhitng tai san,
mon qua khong
o nguén géc,
nhitng 101
nhuan “phi thyc
te” khong ton
suc lao dong,
nhitng 101 mo1
chao, du do
“viec nhe lvong
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